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Deploying people, policies, processes and technologies
to protect organisations, their critical systems and sensitive information
from digital attacks.
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2024 qnion  Santander staff and '30

£ 560 M —
ersonal Data 2, million' customers hacked
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P
: cketmaster Hack:
r([;ﬁ:sl?t%mers potentially

Dell API abused to steal 49 million customer records in data breach
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Al’s Impact on the Cybersecurity Landscape:

New capabilities Speed and efficiency improvements

... for both defenders and attackers
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REACTIVE MANAGEMENT PROACTIVE MANAGEMENT

* Threat detection and prevention * Vulnerability scanning

* Automation in incident response * Predictive analytics
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@ Dropzone Al




University of

The rise of Al in cybersecurity W | salford

How Bricklayer Al Works

Bricklayer[}]

1 = L

Hire Your Specialists Select Your Tools Create Tasks

Specialists are trained Al agents that fill Tools are Al actions necessary to do a job. Tasks are jobs to be done that depend on
an operational role which you would Think search, correlate, de-dupe, run a specialist using tools to accomplish an
otherwise hire a human for. Think security command, etc. outcome.

analyst, intel analyst, or incident

responder.

L

Run Procedures Work as a Single Team

Procedures are multi-task workflows With Bricklayer Al, groups of autonomous Al specialists and human experts work together as a

where multiple specialists, and humans, human + Al security team, far expanding what human-only teams can accomplish.

work together to use tools and run tasks

to accomplish a complex security process.
Think SOAR playbooks, but way better.
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The rise of Al in cybersecurity

Tonomy

ecurity Analysis

Detection

Coverage

Name
| Malware Prevention Alart

| Disable Windows Firewall ...

| Encoding or Decoding Fles —.

| Powarshell spawning Cmd

| Program Flles Directory

| Startup or Run Registry

| Enumeration of Administrator ..
| DNS Directly To The intamet

| whoam| Process Activity

| Ciearing Windows Event Logs.

| Usar Account Creation

| Windows Natwork Enumeration
| Cloudtrall Logging Suspended

| Process Discovary via Task List

| Attempted Bypass of Okta

| Unusual Process Execution Path
| Condiguration Recorder Stoppad
| Mounting Hidden or WaebDav ..
| Possibla Okto DoS Attock

| Microsoft Bulld Engine Storted
| volume Shadow Copy ...

| Delate Volurma USN Journal .

| File and Directory Discovary

| Point To Point Tunneling —

| Local Senvice Commands.

| 85H Secure Shell From The —.

| Guardduty Datector Dalation

| whoam| Process Activity

| Component Object Moded .

| Nat Travarsal Port Acthity

| Process Termination followed —.
| Process Discovary via Task Ust

| Enumeration of Administrator ..
| Local Scheduled Task

| Cradential Aquisition via

| Deleting Bockup Catalogs —.

| Connection to Commonly ...

| Component Cbject Model

Timestomp

| February 16, 2021  13:2:04.074
| Fbruary 16,2021 @ 13:15718.025
| February 16,2021 @ 13:0812.476
| February 16,2021 @ 13:02:40.482
| February 16,2021 @ 125&:45.910
| Fobruary 16,2021 @ 12:57:53.0268
| February 16,2021 @ 1253:48.182
| Fabruary 16,2021 @ 12:42:52.861
| February 16,2021 @ 12:46:43.628
| Fbruary 16,2021 @ 12:43:52 460
| Fabruary 16,2021 @ 12:36:24.007
| Fabruary 16,2021 @ 12:36:48.582
| Fbruary 16,2021 @ 12:32:48.212
| Fabruary 16,2021 @ 12:26:49.002
| February 16, 2021 § 12:2318.182
| February 16, 2021 § 121832019
| February 16, 2021  121621.732
| February 16, 2021 § 121421712
| February 16,2021 @ 12:0821.261
| Fabruary 16,2021 @ 12:02:19.062
| Februory 16,2021 @ TE56:26.310
| Februory 16,2021 @ TE56:53.864
| February 16,2021 @ TES1:39.532
| February 16, 2021 @ TE46:53.297
| February 16,2021 @ 1£43:56.284
| February 16, 2021 § 1:42:39.263
| February 16,2021 @ TE28:58.203
| February 16,2021 @ TE24:54.803
| February 16, 2021 @ 1:21:26.395
| February 16,2021 @ TE22:52.801
| February 16,2021 @ TE23:49.28)
| February 16, 2021  1:20:40.928
| Fabruary 16,2021 @ 1:18:48.431
| February 16, 2021 @ T1:08:48.206
| February 16,2021 @ TE02:03.486
| February 16, 2021 @ 10:58:26.257
| February 16,2021 @ 10:54:02 568
| February 16,2021 @ 10:52:40.214

Analysis

Overwhelming manual
investigation and correlation

| Disable Windows Firewall ..

| Stortup or Run Registry

| Enumeration of Administrator ..
| Process Termination followed —..
| Process Discovary via Task Ust
| Enumeration of Administrator ...
| Locat Scheduled Task .

i)

effort

| February 16, 2021 @ 13:1518.025
| Fabruary 16, 2021 @ 1257:53.028
| Fabruary 16, 2021 @ 1253:48.182
| February 16, 2021 @ 11:23:48.281
| Fabruary 16, 2021 @ 11:20:40.628
| Fabruary 16, 2021 @ .48.431
| Fabruary 16, 2021 @ 11:08:49.206

Response

m

Responses limited by
quantity
& quality of analysis

Block IP

Reset Passwo

All Events
Received

Analysis
Completed

Actions
Performed
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IBM Introduces New Generative Al-
Powered Cybersecurity Assistant for
Threat Detection and Response
Services

The power ot Al:
Security

Security AI and automation technologies enable
organizations to stay ahead of cyber threats through
faster incident detection and response.
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Maintaining Ethical Standards:

Innovation in Al
for Cybersecurity:

 Developing Al systems with
fairness and inclusivity in mind

* Al as a catalyst for evolving
cybersecurity solutions

* Ensuring transparency in Al
decision-making

* Enhancing human
capabilities with Al

* Regular audits and compliance

with global standards and
regulations
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Legal and Regulatory Frameworks W | salford

Examples of Regulations and Guidelines:
 GDPR (General Data Protection Regulation)
Al Act (EU) and NIST Al Risk Management Framework (US)

* Cybersecurity-specific regulations

Impact of Compliance on Al Development:
* Encouraging ethical Al practices

* Challenges of adhering to legal standards in fast-paced innovation




Ethical Al
Frameworks

Cross-functional
Collaboration

Human in the
Loop (HITL)

Systems

Transparent Al
Audits
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Challenges and Future Directions W | Saiford

Challenges: Future Trends:

* Balancing innovation with ethical * Growing focus on explainable Al
concerns (XAI)

* Rapidly evolving cyber threats * Al-driven advancements in
and the pace of Al development proactive cybersecurity

* Ensuring global cooperation on * Ethical Al innovation hubs and

Al ethics in cybersecurity collaborative global efforts
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* The growing adoption of Al in cybersecurity continues to transform the field.

* Along with its benefits, Al introduces new ethical challenges and risks that must be
carefully managed.

 Responsible use of Al in cybersecurity is essential to ensure fairness, transparency, and
accountability.

* Achieving the right balance between technological innovation and ethical responsibility is
crucial for sustainable progress in the industry.
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